INTRODUCTION
Developing information, communications and entertainment technologies have helped discrete markets to converge. Previously stand alone markets for content and the conduit used to transmit content also have become fully integrated into a single medium thereby challenging the assumptions contained in "legacy" regulations and laws, 2 including the treatment of 1 "Over the last two decades, the communications industry has undergone rapid technological advancements leading to the convergence of services. New technological capabilities allow companies to compete in markets which previously had no competition. While potentially beneficial to the consumer, convergence within the communications industry has created a regulatory nightmare." Ryan K. Mullady " [T] he Internet is a 'packet-switched' network. In such networks, fixed circuits are not dedicated for the duration of a communication. Instead, the data that is transmitted, whether files, email, Instant Messages, voice, is broken into small packets. Each packet travels its own route over the Internet. The entire set of contents is reassembled when it is received at the other end." Susan Landau, National Security on the Line, 4 J. TELECOMM. & HIGH TECH. L. 409, 424 (2006) . 6 Telecommunications is defined as "the transmission, between or among points specified by the user, of information of the user's choosing, without change in the form or content of the information as sent and received." 47 U.S.C. § 153(43) (1997). Telecommunications service means "the offering of telecommunications for a fee directly to the public, or to such classes of users as to be effectively available directly to the public, regardless of the facilities used." [Vol. 18 entertainment content. Similarly Internet Service Providers ("ISPs") qualify for a status that exempts them from liability for carrying tortious or harmful content, in light of the actual or perceived burden content scrutiny would impose. 8 ISPs now can accrue financial and efficiency gains by engaging in vertical integration of the production, editing, and delivery of content. 9 Similarly ISPs have upgraded, or soon will upgrade, their networks with hardware and software that enables them to acquire knowledge about what kinds of content they 226). A telecommunications carrier shall be treated as a common carrier under this Act only to the extent that it is engaged in providing telecommunications services, except that the Commission shall determine whether the provision of fixed and mobile satellite service shall be treated as common carriage." Id. § 153(44). 7 Information service is defined as "the offering of a capability for generating, acquiring, storing, transforming, processing, retrieving, utilizing, or making available information via telecommunications, and includes electronic publishing, but does not include any use of any such capability for the management, control, or operation of a telecommunications system or the management of a telecommunications service." Id. §
153(20). "[T]he language and legislative history of [the Communications Act of 1996]
indicate that the drafters . . . regarded telecommunications services and information services as mutually exclusive categories." In the Matter of Federal-State Joint Board on Universal Service, Report to Congress, 13 F.C.C.R. 11501, 11522-23 (1998). While information service providers use telecommunications to transmit bitstreams, the FCC has chosen not to separate this functionality from the information processing that also occurs. In other words, the FCC considers telecommunications to be subordinate to, and fully integrated with, the predominant information service. See Vonage Holdings Corp. v. Minn. Pub. Utils. Comm'n, 290 F. Supp. 2d 993, 1000-01 (D. Minn. 2003) (applying the FCC's dichotomy). 8 Section 509(c)(1) of the Communications Decency Act, (codified at 47 U.S.C. § 230(c)(1) (1998)), states that "[n]o provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by another information content provider." 9 "Vertical integration enables a firm to coordinate investment and production decisions across its divisions. A comparison of the costs of contractual exchange with those of internal exchange often reveals vertical integration to be the least-cost method of achieving the desired level of coordination. The minimization of coordination costs is extremely important in a market subject to rapid technical change." J. Gregory Sidak, A Consumer-Welfare Approach to Network Neutrality Regulation of the Internet, 2 J. COMPETITION L. & ECON. 349, 460 (2006) . "Relative to contracting at arm's length for network management and for delivery of Internet content and applications, vertical integration reduces these costs of specifying, monitoring, and enforcing the rules that direct activities required for the coordinated production of services to end users." Id. 
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INTERNET PACKET SNIFFING 637 switch, route and transmit. 10 Such active traffic management can disqualify ISPs 11 from safe harbor 12 copyright liability exemptions for infringement occurring as a result of their carriage of content. 13 The decision to engage in active management of content results not from an affirmative obligation to do so, but instead the desire to tap new business opportunities accruing from the ability to scrutinize bitstreams. Such scrutiny can facilitate the prioritization of traffic into tiers corresponding to different quality of service commitments. It also can provide notification to ISPs with 10 "Cisco® Service Control technology offers service providers the ability to classify application traffic and identify subscribers while prioritizing and optimizing network resources. Using stateful deep packet inspection, operators can optimize traffic on their networks, thereby increasing efficient use of network resources, reducing costs, and maximizing capital investment. State-of-the-art bandwidth management can be applied to network traffic on a global, subscriber, or individual flow-level hierarchy, helping ensure that operators can better manage network resource distribution." Cisco Systems, Optimizing Application Traffic with Cisco Service Control Technology, Solution Overview, http://www.cisco.com/en/US/products/ps6150/prod_brochure0900aecd80241955.html (last visited Nov. 29, 2007).
11
The DMCA applies to "service providers" defined in § 512(k)(1)(A) and applicable to provisions of transitory communications services as "an entity offering the transmission, routing, or providing of connections for digital online communications, between or among points specified by a user, of material of the user's choosing, without modification to the content of the material as sent or received." 17 U.S.C § 512. For three other safe harbor exemptions from liability for copyright infringement "service provider" is more broadly defined in § 512(k)(l)(B) as "a provider of online services or network access, or the operator of facilities therefor." Id. The ventures that manufacture equipment used to switch, route and transmit Internet traffic and the carriers providing these services have a keen interest in shaping a new generation of Internet services that deviates from a "one size fits all," least common denominator. 22 By offering customized and diversified features, ISPs can create new profit centers while more closely catering to the specific needs of end users and content creators. Opponents to these initiatives consider them unreasonable price and quality of service discrimination based on the view that "network neutrality" 23 should provide a level competitive playing field for all services carried over the World Wide Web. Network neutrality opponents claim that limits on service diversification would create disincentives for much-needed infrastructure investment as well as foreclose opportunities to customize Internet 
23
"In light of the financial stakes involved in the scope of regulation applied to conventional, so-called legacy services and new information services, numerous organizations have pursued a public policy agenda supporting deregulation and the eradication of government oversight, including traditional regulatory over pricing, interconnection and quality of service. These groups reject any view that even as telecommunications becomes less regulated, a new concept of 'network neutrality' should force largely unregulated Internet Service Providers ("ISPs") to forego the option of offering differentiated and tiered Internet services. Opponents of net neutrality view the concept as jeopardizing operational and pricing flexibility. Net neutrality advocates fervently argue that the Internet cannot achieve maximum contributions to national productivity, economic opportunity and innovation unless government ensures end-toend connectivity by foreclosing a balkanized or tiered Internet. 
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INTERNET PACKET SNIFFING 641 services, including the offer of "better than best efforts" routing 24 for content providers keen on securing more reliable services than that available from the current, "best efforts" 25 delivery standard.
Network neutrality opponents recognize that technological innovations and diversifying Internet user requirements can create new or more robust revenue streams. The ability to scan Internet traffic, through instantaneous examination of bitstreams, makes it possible for ISPs to offer premium services to both end users and content providers. Some consumers may willingly pay a premium for faster, better, and smarter access to content. Candidates for premium service include users of gaming software, peer-to-peer file sharing 26 and Internet-mediated telephone calls, commonly referred to as Voice over the Internet Protocol ("VoIP"). 
25
"TCP/IP routes packets anonymously on a 'first come, first served' and 'best efforts' basis. Thus, it is poorly suited to applications that are less tolerant of variations in throughput rates, such as streaming media and VoIP, and is biased against network-based security features that protect e-commerce and ward off viruses and spam." Yoo, Beyond Network Neutrality, supra note 24, at 8.
26
"Emerging peer-to-peer networks destabilized the equilibrium achieved under the DMCA between copyright owners and ISPs. Peer-to-peer networks facilitate direct exchange of files among individual users. While infringing materials distributed on the web involve identifiable websites, the distribution of infringing materials on peer-to-peer networks is difficult to control. Data is replicated by multiple peers and can be located by peers without relying on a central index server. The distributed architecture of peerto-peer networks makes it difficult to identify the source of infringing materials and to locate the infringers. Voice over the Internet Protocol ("VoIP") offers voice communications capabilities, much like ordinary telephone service, using the packet switched Internet, for all or part of the link between call originator and call recipient. VoIP calls originating or terminating over the standard dial-up telephone network require conversion from or to the standard telephone network's architecture that creates a dedicated "circuit-switched" link, as opposed to the ad hoc, "best efforts" packet switching used in the Internet. Similarly, some content and service providers may willingly pay for enhancements that provide more protection and privacy and greater reliability that traffic will arrive in a timely manner to a large, possibly temporary audience of prospective customers.
Candidates for a premium service typically have higher bandwidth requirements, less tolerance for dropped, lost or delayed packet delivery and generate more traffic volume than typical users. To accommodate these requirements manufacturers have developed equipment that can examine and prioritize Internet traffic at an increasingly granular level. While ISPs previously lacked both the technological wherewithal and the incentive to deviate from plain vanilla best efforts, 28 they now have the capacity to inspect traffic on a packet-by-packet basis. The ability to "sniff" packets makes it possible for ISPs to deviate from "best efforts" routing by discriminating on the basis of price paid Prior to 1995 the United States government largely underwrote development of the Internet by funding two major backbone networks, the ARAPANET and NSFNet and by serving as an anchor tenant user of these networks. "The 'Internet' is a worldwide system of computer networks and individual computers that are interconnected by communications facilities. The antecedents of the Internet were systems for two relatively small groups of research-oriented governmental, academic and corporate entities-ARPANET and NSFNET. ARPANET received its principal support from the Department of Defense and related agencies, while NSFNET's support came from numerous sources, including the NSF and other federal agencies, academic institutions, and corporate sponsors." Island Online, Inc. v. Network Solutions, Inc., 119 F. Supp. 2d 289, 292 (E.D.N.Y. 2000) (references omitted). Network operators funded by the United States government and keen on promoting greater accessibility to the Internet and connectivity of networks had little interest in measuring traffic levels and charging network operators that generated more traffic than they received.
29
"Deep packet inspection uses specialized high-speed hardware and software that can identify packets in real-time. A service provider could use deep packet inspection to distinguish peer-to-peer traffic or even just traffic from a single peer-to-peer file-sharing
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INTERNET PACKET SNIFFING 643 diversify service on the basis of allocated bandwidth, routing priority and performance guarantees. It also may prevent an ISP from turning a blind eye to "red flags" generated by the process of deep packet inspection evidencing obvious infringement even before a copyright holder notifies the ISPs of the infraction. Vertically integrated incumbents are expanding their tactics from the shotgun approach of blocking to a more nuanced approach. In the United States particularly, incumbents are looking to increase their broadband revenue streams not by blocking, but by discrimination, charging more for faster download speeds or for certain types of traffic sent by unaffiliated parties. This approach is greatly facilitated by new filtering and 'deep packet inspection' network-management tools that allow service providers to determine the types of traffic flowing across their networks. With these tools, network operators can offer improved speeds-and, conversely, to block or degrade the servicefor specific types of traffic." Del Bianco, supra note 27, at 394-95.
30
The Committee Report on the DMCA, 17 U.S.C. § 512 (2006), provides more expansive insights on the meaning of the language contained in the law. While the DMCA does not expressly contain a "red flag" test for assessing whether an ISP has actual knowledge of copyright infringement, the Committee Report suggests the reasonableness of such a test when evaluating the appropriateness of safe harbors for ISPs storing and linking to copyright infringing content. 17 U.S.C. § 512(c)-(d). For example, the Committee Report suggests that § 512 (c)(1)(A)(ii) establishes such a red flag test: "if the service provider becomes aware of a 'red flag' from which infringing activity is apparent, it will lose the limitation of liability if it takes no action. The 'red flag' test has both a subjective and an objective element. In determining whether the service provider was aware of a 'red flag,' the subjective awareness of the service provider of the facts or circumstances in question must be determined. However, in deciding whether those facts or circumstances constitute a 'red flag'-in other words, whether infringing activity would have been apparent to a reasonable person operating under the same or similar circumstances-an objective standard should be used." H.R. REP. NO. 105-551, pt. 2, at 53 (1998) [hereinafter DMCA Committee Report]. Addressing linkage to sites probably containing infringing material the DMCA Committee Report suggests the reasonableness of a similar red flag test: "a service provider would have no obligation to seek out copyright infringement, but it would not qualify for the safe harbor if it had turned a blind eye to 'red flags' of obvious infringement." Id. at 57.
31
Copyright holders increasingly rely on digital rights management "technologies that prevent you from using a copyrighted digital work beyond the degree to which the copyright owner wishes to allow you to use it." MIKE GODWIN, WHAT An ISP able to examine packets for purposes of assigning bitstreams into various tiers of service also provides an ISP with greater knowledge about the nature and type of the traffic it handles. 33 Arguably, an ISP engaging in quality of service ("QOS") and price discrimination through deep packet inspection no longer operates as a neutral conduit lacking actual or constructive knowledge of what the packets represent. ISPs that sniff packets actively examine the header of packets that provide traffic routing information, but also can identify characteristics of the content "payload" contained in the packet. For example, the packet header can identify the payload as a portion of a music file and can specify the intellectual property rights retained by the owner of the content as well as the usage and copying opportunities available to the recipient. 
2008]
INTERNET PACKET SNIFFING 645
The output of affordable deep packet inspection and other technologies 34 now available to ISPs raises questions whether nonneutral network operation disqualifies ISPs for a safe harbor exemption from liability for carrying copyright infringing traffic provided by § 512 of the DMCA. 35 Operators of next generation Internet networks will have the technological capability and commercial motivation to deviate from operating as neutral conduits, but the possibility exists that they have not fully assessed the legal and financial consequences vis-à-vis the intellectual property rights of the content creators whose work they carry.
The sometimes acrimonious debate over network neutrality has largely ignored whether ISPs engaging in packet inspection risk losing a valuable exemption from liability for contributory copyright infringement and vicarious liability. Likewise the debate has not addressed the impact of non-neutral network operation on the balance of power between consumers and creators of intellectual property. Arguably ISPs will have much greater capability to protect intellectual property rights, in light of the contractual QOS commitments they make to specific customers and the enhanced knowledge of the nature and type of the traffic that traverses their networks. Such technological capability may further condition or eliminate the DMCA safe harbor because ISPs may no longer claim they lack "actual knowledge that the material or an activity using the material on the system or network is infringing."
The capabilities of IMS trigger the same fear as deep packet inspection in terms of depriving users routing flexibility and tiering services. "IMS is all about the core network being smart enough, and tied so tightly to applications that it allows the network to become application aware. Now the network is USER aware, and protocol aware. [Vol. 18
This Article will examine the current debate about Internet neutrality in terms of its impact on intellectual property rights, including consumers' fair use opportunities. The Article will assess whether and how ISPs might lose their safe harbor for copyright infringement liability based on new technological means to know about the content they carry. Additionally, the Article will consider whether ISPs have an affirmative duty to conduct packet inspection absent a legislative mandate. The Article also will examine the applicability of litigation 37 over mandatory processing of broadcast television "flags,"
38 which specify consumer use options, but which require equipment processing on user premises.
The Article concludes that ISPs' regulatory status as information service providers does not provide an absolute exemption from responsibilities to examine the content they carry and to provide reasonable safeguards for protecting copyrights, including the possible retention and disclosure of logs that can help identify and punish copyright infringement and other unlawful activities. Such affirmative efforts to protect creators' intellectual property rights might limit, condition, or eliminate consumers' fair use opportunities and privacy expectations.
I. NETWORK NEUTRALITY AND DIGITAL RIGHTS MANAGEMENT
In quick succession the Internet has evolved from a collaborative project among governments and universities to a commercial medium operated primarily by private ventures. 
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INTERNET PACKET SNIFFING 647 first generation Internet used government subsidies to build a robust medium capable of routing electronic mail around outages to users in widely dispersed locations. The government agencies, contractors and universities linked via this Internet emphasized expansion and network connectivity with little regard for the cost of service largely because government underwriting obviated close scrutiny of cost causation. Even if operators wanted to determine traffic flows, measurement tools lacked sufficient calibration and generated significant costs by reducing the amount of payload traffic that carriers could handle.
Conceptualizing the Internet as a "network of networks," 40 first generation Internet operators cooperated on interconnection arrangements with an eye toward promoting the accessibility and reach of the Internet. The first interconnection agreements between ISPs refrained from exact route mapping and traffic metering, instead relying on the Transmission Control Protocol to route traffic "on the fly" based on current conditions as opposed to fixed routing used by telephone companies. 41 ISPs initially refrained from metering traffic based on the expectation that traffic volumes were roughly equivalent and the cost of metering was not worth the bother in light of the availability of external government funding.
The United States largely abandoned its underwriter and anchor tenant role in 1995 with the decommissioning of NSFNet, "TCP/IP routes packets anonymously on a 'first come, first served' and 'best efforts' basis. Thus, it is poorly suited to applications that are less tolerant of variations in throughput rates, such as streaming media and VoIP, and is biased against network-based security features that protect e-commerce and ward off See supra note 26.
43
Internet transiting refers to a traffic routing arrangement whereby one ISP agrees to accept traffic for onward routing for compensation. Transiting involves a settlement and payment of funds because one ISP requires access to the links, subscribers and content available via another ISP's network and its peering arrangements. "Transit is the business relationship whereby one ISP provides (usually sells) access to all destinations in its routing 
48
"When you browse the Web, for example, you generate little or no traffic while you're reading a page, but there is a burst of traffic when your browser needs to fetch a new page from a server. If a network provider is using minimal delay discrimination, and the high-priority traffic is bursty, then low-priority traffic will usually sail through the network with little delay, but will experience noticeable delay whenever there is a burst of high-priority traffic. The technical term for this kind of on-again, off-again delay is 'jitter.'" EDWARD W. FELTEN, CTR. FOR INFO. TECH. POLICY, NUTS AND BOLTS OF NETWORK NEUTRALITY (2006), http://itpolicy.princeton.edu/pub/neutrality.pdf. 49 For services that need immediate, "real time" packet delivery, e.g., streaming audio and video, any failure to receive packets in time and in proper sequence will result in a noticeable degradation in service quality. The packets are lost and cannot be resent. [Vol. 18 management service to secure more reliable service than that available from best efforts routing.
Service diversification can require many reasonable and lawful types of discrimination between Internet users notwithstanding a heritage in the first two generations of nondiscrimination and best efforts routing of traffic. Most ISPs offer access on an unmetered, monthly subscription basis, but some ISPs already offer different levels of bit delivery speeds to subscribers. Likewise ISPs increasingly have the ability to examine individual traffic streams 51 and prioritize them creating a dichotomy between plain vanilla, best efforts routing and more expensive, superior traffic management services.
" [T] he potential exists for carriers operating the major networks used to switch and route bitstreams to go beyond satisfying diverse [consumer] requirements . . . ." 52 Advocates for the principle of network neutrality 53 claim the potential exists for ISPs to engineer a fragmented and "balkanized" next generation Internet to achieve anticompetitive goals.
54
The worst case 1106, 1110 (D. Nev. 2006) (holding that the DMCA provides a "safe harbor" exemption from liability for making cached copies of copyrighted works).
51
"A packet sniffer (also known as a network analyzer or protocol analyzer or, for particular types of networks, an Ethernet sniffer or wireless sniffer) is computer software or computer hardware that can intercept and log traffic passing over a digital network or part of a network. As data streams flow across the network, the sniffer captures each packet and eventually decodes and analyzes its content according to the appropriate RFC or other specifications." Packet Sniffer, Wikipedia, http://en.wikipedia.org/wiki/Packet_ sniffer (last visited Nov. 12, 2007) (emphasis omitted). 
A. Deep Packet Inspection and Digital Rights Management
ISPs engaging in price and QOS discrimination must engage in active network management. Rather than operate as a neutral conduit with no reason to examine the nature and types of traffic that traverse their networks, ISPs keen on taping new service diversification opportunities, have to use technologies that examine the packets the ISPs will switch, route and deliver. Next generation Internet routing equipment provides operators the ability to "sniff" and inspect specific packet streams so that the ISP can perform a number of revenue generating functions including the assignment of traffic to regular or priority subnetworks, guarding against theft of service, and filtering out spam.
57
Such packet inspection also provides ISPs with a greater ability to determine whether the traffic they carry respects all intellectual property rights of the content creator. In other words, packet sniffing provides the means for ISPs to determine whether their network has become a medium for the unlawful transport of files to recipients lacking lawful authority to consume, copy, and share intellectual property. 58 Internet equipment providers recognize the market opportunity created by deeper and more granular traffic inspection:
In order to deal with the increasingly competitive broadband market, service providers need the tools that allow them to differentiate services not only by bandwidth tiers, but on application and content bases as well. And because of the increasing diversity of stakeholder needs, such as the use of P2P applications . . . they must be able to differentiate the online experience of individual users-not by IP address alone, but through the identification of individual users by name. . . . The Cisco Service Control Engine combines deep packet inspection with specific subscriber identification, allowing the service provider to properly segment its customer base and provide individualized services to differing demographic 'clusters.' As a result, the service provider competes on factors other than price, and can generate incremental revenue from application-based services rendered. 59 Cisco, a major Internet equipment manufacturer, also states that its traffic interrogation capabilities offer "the ability to identify traffic streams of individual users, and control application and network use differentially based on assigned 'online' rights, [ 
B. Network Neutrality Qualifies ISPs for Copyright Infringement Safe Harbors
Currently, § 512 of the DMCA 61 provides ISPs with conditional exemptions from direct or secondary liability for copyright infringement that occurs over their networks. In an effort to balance the obligation to protect copyright holders with an interest in promoting investment in the Internet and its use as an engine for commerce, Congress included in the DMCA a chapter entitled the Online Copyright Infringement Liability Limitation Act. 62 The DMCA establishes four safe harbor exemptions from liability for online "service providers" 63 when they operate as a neutral, transitory conduit for content, engage in temporary caching or storing of content, and when they provide search tools [Vol. 18 that link to information created by others. 64 The DMCA generally bars any monetary damages for direct, contributory, and vicarious infringements of ISPs provided they conform with the statute's safe harbor provisions. 65 It also restricts the availability of injunctive relief for copyright holders. 66 To qualify for these safe harbors ISPs must not have actively participated in the placement and selection of the content, or determined who shall receive the content. 67 The ISP cannot benefit materially from the infringement, 68 but courts have differed in their common law and DMCA interpretations of what ISPs can do in terms of revenue generation without triggering liability for contributory infringement. 69 Of particular importance in light of the network neutrality debate, ISPs cannot know about the infringement 70 and must take affirmative steps to remove offending materials about which it has received notice, 71 as well as terminate service to repeat infringers. 72 ISPs also must accommodate and cannot interfere with "standard technical measures" used to identify and protect copyrighted works. 73 However the DMCA provides no guidance about technical measures installed and applied by an ISP as opposed to measures embedded in the content by the copyright holder. A "red flag" standard suggested in the 
68
See id. § 512(c)(1)(B). The DMCA safe harbor for the storage of copyright infringing content requires that in addition to not having had actual knowledge of and timely removing the infringing content, the ISP cannot "receive a financial benefit directly attributable to the infringing activity, in a case in which the service provider has the right and ability to control such activity." Id. 
Id. § 512(i)(1)(B).
Committee Report on the DMCA 74 would not obligate ISPs to engage in active monitoring of content that ISPs store or provide links to, 75 nor would it automatically eliminate the safe harbor whenever the ISP examined content using technical or human resources. 76 On the other hand, when "the infringing nature of such sites would be apparent from even a brief and casual viewing, safe harbor status for a provider that views such a site and then establishes a link to it would not be appropriate." 77 Safe harbors for storage and linking to infringing material emphasize the need for ISPs to lack actual knowledge about infringing activity, including facts or circumstances from which infringing activity is apparent. Courts found that Internet ventures such as Napster 78 and Grokster 79 induced infringing activity and surely knew or should have known that it frequently occurred. These ventures received a financial benefit directly attributable to the infringing activities 80 and they also had the "right and ability" 76 See id. at 57-58 ("A question has been raised as to whether a service provider would be disqualified from the safe harbor based solely on evidence that it had viewed the infringing Internet site. If so, there is concern that on-line directories prepared by human editors and reviewers, who view and classify various Internet sites, would be denied eligibility to the information location tools safe harbor, in an unintended number of cases and circumstances. . . . For instance, the copyright owner could show that the provider was aware of facts from which infringing activity was apparent if the copyright owner could prove that the location was clearly, at the time the directory provider viewed it, a 'pirate' site . . . where sound recordings, software, movies, or books were available for unauthorized downloading, public performance, or public display. Absent such 'red flags' or actual knowledge, a directory provider would not be similarly aware merely because it saw one or more well known photographs of a celebrity at a site devoted to that person. The provider could not be expected, during the course of its brief cataloguing visit, to determine whether the photograph was still protected by copyright or was in the public domain; if the photograph was still protected by copyright, whether the use was licensed; and if the use was not licensed, whether it was permitted under the fair use doctrine.").
77
Id. at 58. [Vol. 18
ISPs operating in a network neutral environment qualify for the safe harbor exemption from copyright infringement liability. Nevertheless, it follows that to qualify for the safe harbor ISPs might have to eschew deep packet inspection or limit its nature and scope because this process would evidence a non-neutral operating environment where the ISP has the ability to know when copyright infringement takes place. ISPs may soon view network neutrality obligations contained in the DMCA as providing a less valuable safe harbor if it forecloses their use of deep packet inspection.
C. Non Neutral Network Operation May Lose the DMCA Safe Harbor
ISPs deploying deep packet inspection have maximum flexibility to pursue price and QOS discrimination at the likely loss of the DMCA § 512 safe harbors. Arguably deep packet inspection constitutes an affirmative effort on the part of the ISP to monitor the flow of packets traversing the ISP's network. While monitoring by itself may not eliminate the safe harbor qualification, deep packet monitoring probably does because the packet header information likely will identify significant information about the nature and type of traffic sufficient to put the ISP on actual notice of any copyright infringement. While the ISP needs only information about QOS and other features for which a particular user and user generated traffic stream qualifies, the ISPs cannot lawfully ignore copyright status if such information becomes part of the standard header information ISPs routinely inspect and process. 82 The header information contained in packets, subject to inspection, can provide information sufficient for automated decision making regarding the QOS and other diversified services available to ISP traffic. Such automation empowers information processing equipment and software to make binding decisions about the treatment of specific bitstreams quite possibly without 
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INTERNET PACKET SNIFFING 657 any human involvement. The judgments made by computer chips and code will have a profound impact on how bitstreams are treated during their journey through one or more ISP networks and possibly also what recipients of the traffic can do with the content after receiving it.
The Significance of Where and Why Packet Inspection Occurs
ISPs offering tiered Internet services typically will need to inspect packets using equipment located on the ISPs' premises as part of the process for assigning traffic to superior or regular treatment. In other words, when ISPs take affirmative steps to operate non-neutral networks, they have explicitly decided to probe traffic and to subject them to differential treatment based on what the packet headers disclose. ISPs can lawfully deploy deep packet inspection because this functionality occurs at ISP locations, using ISP equipment and most likely with notice, if not express approval by the subscriber.
Voluntary deep packet inspection contrasts with regulatorcompelled examination and processing of similar type header information, e.g., broadcast "flags," 83 using consumer electronic devices. In American Library Ass'n v. FCC, 84 the Court of Appeals for the District of Columbia rejected as beyond the FCC's jurisdiction a mandate for compulsory processing of copyright protection directives by consumers' digital television receivers. [Vol. 18 demodulator product, if that demodulator product was needed to process and enforce the copy protection flag:
the Flag Order does not require demodulator products to give effect to the broadcast flag until after the DTV broadcast is complete. The Flag Order does not regulate the actual transmission of the DTV broadcast. In other words, the Flag Order imposes regulations on devices that receive communications after those communications have occurred; it does not regulate the communications themselves. Because the demodulator products are not engaged in 'communication by wire or radio' when they are subject to regulation under the Flag Order, the Commission plainly exceeded the scope of its general jurisdictional grant under Title I in this case.
86
The broadcast flag case prevents the FCC from extending its regulatory authority over equipment that receives or processes signals over which the FCC does have jurisdiction. 87 It follows that the FCC could not extend its jurisdiction over consumers' computers, including ones that attach to telecommunications links over which the Commission has jurisdiction. Likewise it follows that should an ISP elect to activate flag and header processing, ostensibly to have the capability to differentiate traffic streams, the ISP can create a non-neutral network environment, either with the express permission of its subscribers or because it uses its own equipment and does not trespass and take control over subscribers' equipment. Just as the FCC cannot effectuate a copyright protection scheme that would require it to extend its jurisdiction impermissibly, ISPs can activate a copyright protection schemeintentionally or otherwise-when using their own equipment to inspect packet headers without trespassing or otherwise intruding on equipment located on users' premises.
D. The Implausibility of Activating a Non-Neutral Network That

86
Id. at 703.
87
See id. at 703-05.
Ignores Copyright, or Deep Packet Inspection That Retains Network Neutrality
In light of the value accruing from DMCA safe harbors, ISPs may attempt to claim that deep packet inspection can occur without impacting ISPs' knowledge of whether copyright infringement has occurred. Similarly an ISP might claim that, notwithstanding its use of deep packet inspection, the ISP will continue to comply with the spirit of network neutrality. In application, deep packet inspection appears to offer an all or nothing value proposition: either an ISP has the ability to examine content and to discriminate on the basis of several different QOS variables or it does not. To argue that an ISP can discriminate and still qualify for DMCA safe harbors and respect network neutrality would require creative interpretation of what constitutes network neutrality and "actual knowledge" of copyright infringement.
II. WHAT CONSTITUTES NETWORK NEUTRALITY?
At its core, network neutrality requires ISPs to eschew many types of price and QOS discrimination, on grounds that consumers deserve the right to access any Internet service on equal footing and service providers should have the same technological means for reaching consumers. In other words, consumers and content providers should not have to put up with tactics, such as deep packet inspection, that could identify packets and prioritize them, possibly resulting in a superior/inferior dichotomy of packet processing and delivery.
The fairness and nondiscrimination aspects of network neutrality may differ in terms of how ISPs serve end users versus how ISPs process traffic. Some, but not all, network neutrality advocates would accept tiered and differentiated service to end users based on such variables as allocated bandwidth, anticipated bitstream delivery speeds, and amount of content that a subscriber can upload and download in one month. Such "customer tiering" would offer different prices based on legitimate customer differentials thereby eliminating subsidies flowing from low volume users to high volume users when both groups pay the same flat, "all-you-can-eat" subscription rate that ISPs typically offer. [Vol. 18
Network neutrality advocates uniformly oppose accesstiering 88 that would use techniques, such as deep packet inspection, to identify the source and type of traffic with an eye toward bifurcating service into superior, better than best efforts service and regular best efforts routing. Advocates for network neutrality worry that access tiering will create artificial congestion and an inferior Internet service environment for anyone refusing to pay for premium service.
Incumbent carriers and like minded opponents to network neutrality have characterized their opposition to network neutrality in terms of standing firm against government intrusion, 89 the imposition of a remedy in search of a problem, 90 and the need to remedy free ridership of ISP networks by content providers. 92 these carriers object to network neutrality on two more practical concerns: 1) it would foreclose pricing and QOS initiatives, made possibly through new techniques including deep packet inspection, that can generate new revenues and profits; and 2) it would resurrect some of the regulatory constraints and content scrutiny obligations the carriers thought they had avoided once and for all having qualified for both copyright and information service provider safe harbors.
A. Network Neutrality as a Constraint on Price Discrimination
Network neutrality, whether imposed by law or public interest based FCC regulation, can impose direct restrictions on ISP pricing and diversification of services based on such factors as reliability, allocated bandwidth, performance during network congestion, ability to handle spikes in demand, and quality of service. Not all network neutrality advocates object to "customer tiering"
93 that constitutes price and QOS discrimination on the end user, demand side. ISPs already offer end users different subscription rates based of bandwidth and bitrates. Additional differentiation could involve variable service quality, based on the ability to handle peak demand bursts as occurs in peer-to-peer networking, video gaming, delivery of large files, and real time streaming of video programming. Deep packet inspection would make it possible for ISPs to identify priority traffic and to provide superior and preferential processing for a premium price.
Similarly the concept of network neutrality does not foreclose attempts by incumbent carriers to reshape access pricing into a conventional two-sided market 94 See Network Neutrality, supra note 88, at 54-58; see also Lessig, supra note 88. [Vol. 18
receive payments downstream and upstream regardless of whether they serve end users. Under the current pricing arrangement a two sided market already exists for ISPs that can collect an Internet access subscription from end users for DSL and cable modem access to the Internet cloud 95 and also charge fees for providing small ISPs access to major portions of the Internet population these small ISPs cannot reach via their own networks.
Former AT&T Chairman Ed Whitacre has objected to the one sided market scenario where AT&T receives subscription payments from end users, but no additional payments from content generators who "use" AT&T networks without making direct payments to AT&T. 96 However, nothing about network neutrality forecloses AT&T from erecting a service so attractive to Google and other heavy users of the Internet as to entice them to opt for a contractual agreement providing for premium carriage of their traffic in lieu of the shared routes made available through the peering 97 and transit 98 arrangements secured by the ISPs directly two (or multiple) sides 'on board' by appropriately charging each side. That is, platforms court each side while attempting to make, or at least not lose, money overall."). 
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At SBC, It's All About "Scale and Scope", BUS. WK., Nov. 7, 2005, http://www.businessweek.com/@@n34h*IUQu7KtOwgA/magazine/content/05_45/b395 8092.htm ("Now what they would like to do is use my pipes free, but I ain't going to let them do that because we have spent this capital and we have to have a return on it. So there's going to have to be some mechanism for these people who use these pipes to pay for the portion they're using. Why should they be allowed to use my pipes? The Internet can't be free in that sense, because we and the cable companies have made an investment and for a Google or Yahoo! or Vonage or anybody to expect to use these pipes [for] free is nuts!").
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Internet peering refers to a reciprocal traffic routing arrangement whereby one ISP agrees to accept traffic for onward routing in exchange for a similar routing commitment by another ISP. Peering typically involves no settlement or payment of funds as ISPs agree to peer only if they generate and receive roughly the same volume of traffic. William B. Norton, Internet Service Providers and Peering, Draft 2.5, 2-3 (undated) (unpublished manuscript), available at http://pages.cs.wisc.edu/~akella/CS740/S07/740-Papers/Nor00.pdf (last visited Nov. 12, 2007). serving these heavy users. For example, Akamai 99 and other network management firms offer clients enhanced Internet traffic routing and content delivery by offloading traffic from best efforts routing options and onto better-than-best efforts options. Traffic can reach consumers with greater likelihood for on time delivery and reliability when ISPs and other Internet companies directly manage particular traffic streams with an eye toward reducing the number of routers the traffic has to traverse, avoiding circuitous routing and inserting traffic on the most reliable and least congested networks.
Many universities, along with corporations, government research agencies, and not-for-profit networking organizations, have agreed to achieve this type of outcome by underwriting superior routing through the Internet2 network, 100 a series of broadband links not regularly available to non-investors. Internet2 has links to and from the plain vanilla Internet, but investors have enhanced the likelihood of reliable and qualitative superior routing by creating a direct or near direct links among investing organizations. The corporate equivalent to this better-than-best efforts complete link from content source to consumer are virtual private networks and Intranets that carve out a small portion of the overall infrastructure used to provide Internet telecommunications.
Nothing would foreclose AT&T and other ISPs from engineering a superior and complete Internet routing arrangement using the carrier's own facilities, or those of other carriers with which AT&T negotiated a special traffic management and routing 98 Internet transiting refers to a traffic routing arrangement whereby one ISP agrees to accept traffic for onward routing for compensation. Transiting involves a settlement and payment of funds because one ISP requires access to the links, subscribers and content available via another ISP's network and its peering arrangements. "Transit is the business relationship whereby one ISP provides (usually sells) access to all destinations in its routing Network neutrality only would foreclose AT&T from punishing Internet users who have declined the managed service option with "less-than-best efforts routing," that is, deliberately dropping packets, creating artificial network congestion, violating Service Level Agreements 102 and otherwise deteriorating the quality of service provided by network links that AT&T has agreed to make available to other peers and transit customers, including the ISPs directly serving heavy volume content providers such as Google.
B. Does Network Neutrality Impose Common Carrier
Responsibilities on ISPs?
ISPs make a valid point that elements of network neutrality would impose elements of common carrier regulatory burdens that they have managed to avoid while still qualifying for the DMCA safe harbors. Having avoided compulsory nondiscrimination requirements, ISPs now want to use deep packet inspection and other techniques to engage in selective price and QOS discrimination while at the same time retaining the ISP status that eliminates most regulatory scrutiny.
While common carrier regulation imposes some degree of constraints that would not otherwise exist, one should examine closely the nature of common carrier-type restrictions that network neutrality would impose. Not all common carriers face the same level of constraints, and the Telecommunications Act of 1996 provides a method for selective elimination of common carrier burdens when the public interest supports such a reduction. of the constraints of common carrier regulation, 104 but one could hardly say such regulation imposes any significant constraint on pricing and operational flexibility including the ability to operate clearly non-neutral networks in terms of content access and limitations on the flexible use of wireless telephone handsets. Indeed cellular carriers have avoided most common carrier restrictions including limitations on erecting "walled garden," preferred access to video and Internet-based content accessible on the screens of handsets used by subscribers. 105 In other proceedings the FCC has shown that it can and will impose quasi-common carrier responsibilities on non common carriers if the public interest warrants, or Congress requires it. The FCC has required non common carrier, cable and satellite television companies to carry broadcast television signals as a form of economic and public interest regulation designed to safeguard the continuing viability of broadcast television stations. Opponents to network neutrality also imply that network neutrality requirements constitute a "confiscatory" and unlawful "taking" of their property. 110 Having invested in next generation infrastructure at significant expense, both incumbent telephone and cable television operators expect to have nearly complete freedom from telecommunications service regulation. However next generation networks will offer an integrated blend of services, including the functional equivalents of traditionally regulated, legacy voice telephony and cable television.
The incumbent carriers appear ready to make two key arguments that equate regulation going forward as confiscatory: 1) robust facilities-based competition obviates the need for regulation, including common carrier aspects of network neutrality; and 2) commingling and integrating services that use telecommunications for bitstream transmission convert all retail offerings into information services. The incumbents have convinced many legislators and regulators that network neutrality requirements do not make sense in a competitive environment where the Internet serves as a single medium for convergent information, communications and entertainment services. The FCC has already begun to realize the quandary it has created for itself by fashioning such an elastic and expanding safe harbor. Now bereft of Title II jurisdiction over Internet access and Internet-mediated services, the Commission has resorted to Title I of the Communications Act, as amended, to retain an "ancillary" regulatory hook if and when necessary. The Commission already has applied this exception to the information service regulatory safe harbor by requiring VoIP service providers to contribute to universal telephone service funding, to make available emergency 911 access available and to cooperate with law enforcement officials. The Commission has rationalized its imposition of quasicommon carrier, telecommunications service regulation by invoking broad notions of the public interest Common carriers operate as neutral conduits and typically carry content created by others. Conversely, ISPs can offer varying degrees of neutrality and can readily combine conduit with content the ISP creates and that created by others. For telecommunications common carriers actual knowledge about criminal and harmful content cannot exist, because the carrier never examines content absent an external directive such as a court order. For ISPs actual knowledge can occur when an ISP engages in deep packet inspection. However the ISP might claim that deep packet inspection provides only information sufficient for the ISP to know how to classify, switch, route and process traffic without actual knowledge of whether by transporting a particular bitsream the ISP has facilitated copyright infringement.
D. The Information Service Classification Safe Harbor
Answers to the questions whether, how, and when an ISP acquires actual knowledge of copyright infringement largely depend on what can and will become standard information contained in Internet packet headers. Arguably ISPs can limit their deep packet inspection to that minimally intrusive level needed to monitor traffic for purposes of "proper" and "routine" classification, switching, routing and processing. Under this scenario an ISP might ignore copyright information, i.e., take no affirmative steps to protect the copyright holder, and simply carry packets containing headers that have copyright usage information that may impact how receivers of a file can use, copy, and resend the file.
Some types of DRM can provide enhanced copyright protection without any affirmative efforts by the ISP providing the link between sender and recipient. If this type of DRM becomes an industry standard, then ISPs possibly could transmit without any meddling, scrutinizing or processing, packets containing DRM instructions for processing by equipment on user premises. Simultaneously the ISP could use deep packet inspection to act on other information contained in the header to effectuate non-neutral networking.
A. Do ISPs Have an Affirmative Duty to Process DRM Restrictions on Use and Copying?
The possibility exists that standard DRM techniques may evolve to a point where they require some degree of intervention by the ISPs in advance of, or in lieu of processing by end user equipment. Contrary to passively transmitting DRM instructions and other types of safeguards, ISPs under this scenario would have to apply deep packet inspection, or some other form of header examination method, to make DRM processing successful. Such active examination of traffic raises both intellectual property rights and privacy questions. While an ISP may have a right to control copyright infringing behavior, does this control justify packet inspection to effectuate such a right? Likewise does deep packet inspection, or other forms of header examination, confer on ISPs the ability to prevent and otherwise control copyright infringement?
Bear in mind that ISPs heretofore have demonstrated the right and ability to remedy copyright infringement only after the fact and in response to copyright holders that have performed the necessary forensic examination to determine who has infringed. 116 Deep packet inspection might 116 17 U.S.C. § 512(c)(3)(ii-iv) (1999) of the DMCA establishes burdens on copyright holders to identify copyright infringers before an ISP has any affirmative obligation to take down infringing content. provide the ability to provide some degree of contemporaneous DRM, quite possibly on an automated basis once the ISP detects or has received notification by copyright holders of infringing activity.
The DMCA does not require ISPs to monitor their networks, or seek facts indicating the existence of infringement to qualify for the copyright safe harbors. On the other hand the DMCA also requires ISPs not to interfere with any "standard technical measures" 117 used to identify and protect copyrighted works. It appears that ISPs may not block or fail to transmit copy protection and other DRM safeguards that become effective once transmitted to end users' computers. However, the DMCA does not appear to require ISPs to deploy deep packet inspection, or to retrofit any sort of packet examination they employ to add DRM enforcement and copyright infringement detection capabilities.
The absence of an affirmative obligation to enforce DRM may not extend to a scenario where ISPs readily can use deep packet inspection to perform traffic and QOS tiering as well as copy protection as standard operating procedure. Arguably ISPs satisfy the right to control copyright infringement when they reserve the option of inspecting the traffic of subscribers as well as transit and peering traffic generated by other ISPs. ISPs might also have the ability to control such activity in light of the promising array of DRM, traffic management, and service diversification options offered by next generation Internet routers.
IV. NON-NEUTRAL NETWORKS AND THEIR ADVERSE IMPACT ON FAIR USE
An ISP deciding to operate a non-neutral network, willingly installs hardware and software that automatically makes binding decisions about how the ISP will manage specific bitstreams. This traffic management function can include decisions whether to block or complete delivery of packets to an intended recipient. content, the plaintiff's written notifications did not comply with all DMCA requirements). 117 17 USC § 512(i)(1)(B).
When network management includes decisions about the use, copying, and sharing of content hardware and software substitute for people and impose new ex ante limitations instead of after the use examination whether infringement has occurred. Using technological intermediaries in lieu of human decision makers risks expanding DRM to a point where hardware and software operate as proxy censors 118 as well as repressors of fair use.
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Fair use in an offline environment involves empirical and value judgments based on somewhat ambiguous criteria: "The copyright law, although carefully worded, simply cannot be expressed in the kind of algorithmic language that is required of computer programs to automate functionality like printing or copying. This is especially true of 'fair use' . . . a deliberately vague exception to the monopoly rights of the copyright holder."
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Empowering hardware and software to establish and enforce a priori fair use policies usurps decision making by individuals and vests it with an intermediary that has every incentive to take the path of least resistance and lowest cost: "[I]f it is costly to distinguish protected from unprotected speech, the proxy censor is likely to abandon the effort to avoid errors and adopt a conscious policy of prophylactic self-censorship that blocks any content that could precipitate the threat of sanctions." 
CONCLUSION
In light of the new profit centers available to non-neutral Internet networks, most ISPs soon will acquire and install routers with deep packet inspection capabilities. Having made the decision to abandon network neutrality, ISPs may have to calibrate their networks with greater precision to block copyright infringing traffic. Arguably the DMCA provides a safe harbor exemption from liability only when the ISP's costs associated with traffic scrutiny and management exceed the social benefits accruing from reduced piracy.
Given the risk of losing a safe harbor, ISPs likely will err on the side of accommodating DRM cooperation requests from copyright holders. ISPs probably will collaborate with copyright holders perhaps going so far as to program hardware with deep packet inspection software that achieve both traffic management goals, to pursue price and QOS diversification, as well as DRM, to mollify copyright holders. Should this scenario play out the current network neutrality debate will have addressed not only the future accessibility of the Internet to users and content providers, but also the future nature and scope of consumers' fair use opportunities to access, copy, and resend content available via the Internet.
Some network neutrality opponents reject the likelihood that a non-neutral network will occur, 122 while others claim that the Internet never was neutral in the first place.
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Opponents to network neutrality do not appear to have considered whether and how hardware and software primarily installed to provide tiered and differentiated bit transport services, also will have an impact on consumers' access to content. 124 A non-neutral World Wide Web will have substantial and direct impact on both the conduit
